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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MICROSOFT CORPORATION, a
Washington corporation,

Plaintiff,

V. Civil Action No: 1:19-cv-00716-ABJ

JOHN DOES 1-2, CONTROLLING A
COMPUTER NETWORK AND THEREBY
INJURING PLAINTIFF AND ITS
CUSTOMERS,

Defendants.

N N N N N N N N N N N N N N N N N’

DECLARATION OF GABRIEL M. RAMSEY IN SUPPORT OF MOTION FOR
EMERGENCY EX PARTE TEMPORARY RESTRAINING ORDER AND ORDER TO
SHOW CAUSE REGARDING PRELIMINARY INJUNCTION

I, Gabriel M. Ramsey, declare as follow:

1. I am an attorney admitted to practice in the State of California and the District of
Columbia. I am a partner at the law firm of Crowell & Moring LLP (“Crowell”), counsel of record
for the Plaintiff in this matter, Microsoft Corporation (“Microsoft”). I make this declaration in
support of the Application Of Microsoft For An Emergency Ex Parte Temporary Restraining Order
And Order To Show Cause Re Preliminary Injunction. I have personal knowledge of the facts set
forth in this declaration and, if called to testify as a witness, could and would testify to the
following under oath.

2. As described more fully below, John Doe Defendants 1-2 (“Defendants’) have
been properly notified of the Complaint, the TRO order and all orders, pleadings and evidence in

this action pursuant to the means authorized by the Court in the Temporary Restraining Order (Dkt.
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11) and these Defendants have failed to respond to Microsoft’s motion for a Preliminary
Injunction, to the Court’s Temporary Restraining Order or the proceedings in general.

3. As of April 3, 2019, I have not been contacted by any of the Defendants regarding
this case or at all. I have also conferred with Richard Boscovich, Assistant General Counsel in
Microsoft’s Digital Crimes Unit, who confirms that, to his knowledge, Microsoft has not been
contacted by any of the Defendants regarding this case or at all. Defendants have not objected to
the relief obtained in the Temporary Restraining Order or to the requested Preliminary Injunction.
As of April 3, 2019, Defendants have not objected to or disputed any pleading, declaration, fact,
evidence or submission in this case.

4. Prior to March 27, 2019, Microsoft executed the Temporary Restraining Order
issued by the Court, taking control of the domains previously used by the Defendants to carry out
the actions set forth in the Complaint. I submit that it is reasonable to conclude that Defendants are
aware of this proceeding and Microsoft’s request for a Preliminary Injunction, given the significant
impact of the Temporary Restraining Order on their operations, in combination with the steps taken
to provide notice to the Defendants by email and through publication, discussed below.

5. Microsoft has provided notice by Internet publication. The Court has authorized
service by Internet publication, as follows: “the Complaint may be served by any means authorized
by law, including... “publishing notice on a publicly available Internet website.” Dkt. 11 at p. 10.

6. I personally oversaw provision of notice by publication, including each of the
following actions, on behalf of Microsoft.

7. Beginning on March 27, 2019, I published the Complaint, Temporary Restraining
Order and all associated pleadings, declaration and evidence on the publicly available website
www.noticeofpleadings.com/phosphorus. The pleadings and orders filed with the Court have been

made available on that website throughout the case.
2
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8. I also included prominently at the top of the website, the following text:

Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants John Does 1-2
associated with the Internet domains listed below. Microsoft alleges that Defendants
have violated Federal and state law by hosting a cybercriminal operation through
these Internet domains, causing unlawful intrusion into Microsoft and Microsoft’s
customers’ computers and computing devices; and intellectual property violations to
the injury of Microsoft and Microsoft's customers. Microsoft seeks a preliminary
injunction directing the registries associated with these Internet domains to take all
steps necessary to disable access to and operation of these Internet domains to ensure
that changes or access to the Internet domains cannot be made absent a court order
and that all content and material associated with these Internet domains are to be
isolated and preserved pending resolution of the dispute. Microsoft seeks a permanent
injunction, other equitable relief and damages. Full copies of the pleading documents
are available at www.noticeofpleadings.com/phosphorus.

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must

“appear” in this case or the other side will win automatically. To “appear” you must

file with the court a legal document called a “motion” or “answer.” The “motion” or

“answer” must be given to the court clerk or administrator within 21 days of the date

of first publication specified herein. It must be in proper form and have proof of

service on Microsoft's attorney, Gabriel M. Ramsey at Crowell & Moring, LLP, 3

Embarcadero Center, 26th Floor, San Francisco, CA 94111. If you have questions,

you should consult with your own attorney immediately.

0. A link to the foregoing website was included in each service of process email sent
to Defendants at the email addresses determined to be associated with the Defendants’ domains
used in the Phosphorus operations. Attached hereto as Exhibit 1 is a true and correct copy of a
screenshot of the publicly available website www.noticeofpleadings.com/phosphorus.

10. Microsoft has served process through email, as authorized by the Temporary
Restraining Order. The Court has authorized service by email, as follows: “the Complaint may be
served by any means authorized by law, including (1) transmission by email... to the contact
information provided by Defendants to Defendants’ domain registrars and/or hosting companies.”

Dkt. 11 atp. 9.

11. Through Microsoft’s pre-filing investigation, its in-house investigators and
3
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attorneys at Crowell & Moring LLP gathered contact information, particularly email addresses,
associated with the Defendants’ domains. Defendants had provided these email addresses to
domain registrars when completing the registration process for the domains. I used this contact
information to serve the Defendants by email.

12. I have personally researched in detail the identifying information and mailing
addresses used in the registration of the domains used by Defendants, as discussed further below.
In each case, my investigation has shown that Defendants provided to the domain registrars false
names, addresses, facsimile numbers and telephone numbers. However, in these cases, Defendants
provided an operational, active email address to the domain registrars. In some instances the
Defendants registered domains using privacy services that use only the names, addresses, facsimile
numbers and telephone numbers of the privacy services. In these cases, an operative email address
is provided for the domain privacy service, through which communications may be sent to and
passed through to Defendants by the service providers.

13. I submit that it is reasonable to conclude that the Defendants will have expected
notice regarding their use of the domains by the email addresses that they provided to their domain
registrars, or which are otherwise used as points of contact for the domains by the Defendants’
privacy service providers. For example, as set forth in the Declaration of Matthew Welling at Dkt.
3-3 99 15-31, ICANN domain registration policies require Defendants to provide accurate email
contact information to registrars and the registrars use such information to provide notice of
complaints and to send other account-related communications about the domain, including
communications which result in suspension or cancellation of the domain registration.

14. Given that Defendants connected to victim computers through these domains, it
was important for them to remain vigilant as to any change of the domains’ status, and, upon

information and belief, the email addresses associated with the domains are the means by which
4
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they have done so. Since Defendants were able to maintain domains in an active state until the
execution of this Court’s Temporary Restraining Order, it follows that Defendants monitored the
email accounts to maintain use of the domain registrars’ services.

15. I provided copies of the Complaint, Temporary Restraining Order and all other
pleadings, declarations, evidence, orders and other submissions in this action, by attaching such
documents as PDF files to emails sent to the email addresses associated with the domains used by
the Defendants. In each such email I included a link to the website
www.noticeofpleadings.com/phosphorus, at which the pleadings, declarations, evidence and orders
filed in this action could also be accessed.

16. On March 27, 2019, I provided the Complaint, Temporary Restraining Order and
all other pleadings, declarations, evidence, orders and other submissions in this action, by sending

them to the following email addresses used by the Defendants:

domainadmin@yahoo-verification.org
hashcrypt@protonmail.com
test9179@porotonmail.com
domain.seller2017@yandex.com
c05940551458104(@domainidshield.com
meisam.bayat.sector@gmail.com test9179@yahoo.com
dnsadmin@pverify-linkedin.com
domainadmin@yahoo-verify.net
supportiveemail@protonmail.com
c05806503530204(@domainidshield.com
verdonew(@protonmail.com
chada.martini@yandex.com
documentsfilesharing.cloud@protecteddomainservices.com
cave.detector@yandex.com

17. In these emails I sent to Defendants on March 27, 2019, I included the following

text:
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Plaintiff Microsoft Corporation (“Microsoft”) has sued Defendants John Does 1-2 associated
with the Internet domains listed in the attached temporary restraining order. Microsoft
alleges that Defendants have violated Federal and state law by hosting a cybercriminal
operation through these Internet domains, causing unlawful intrusion into Microsoft’s and
Microsoft’s customers’ computers and computing devices; and intellectual property violations
to the injury of Microsoft and Microsoft’s customers. Microsoft seeks a preliminary injunction
directing the registries associated with these Internet domains to take all steps necessary to
disable access to and operation of these Internet domains to ensure that changes or access to
the Internet domains cannot be made absent a court order and that all content and material
associated with these Internet domains are to be isolated and preserved pending resolution of
the dispute. Microsoft seeks a permanent injunction, other equitable relief and damages. Full
copies of the pleading documents are available at
http://www.noticeofpleadings.com/phosphorus/

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must “appear” in this case or
the other side will win automatically. To “appear” you must file with the court a legal
document called a “motion” or “answer.” The “motion” or “answer” must be given to the
court clerk or administrator within 21 days of the date of first publication specified herein. It
must be in proper form and have proof of service on Microsoft’s attorney, Gabriel M. Ramsey
at Crowell & Moring LLP, 3 Embarcadero Center, 26th Floor, San Francisco, CA 94111. If you
have questions, you should consult with your own attorney immediately.

18.  In the case of some domains registered through the domain privacy services
“Domain ID Shield” and “Domain Protection Services,” the domain registration information
included general email addresses (i.e. whoisprivacy@domainidshield.com.readnotify.com and
onlinenic-enduser@onlinenic.com for Domain ID Shield, and abuse@name.com for Domain
Protection Services). In these cases, on March 27, 2019, I sent the documents, website link and
notice text above in emails to the service providers, along with the list of domain names for which
they provide privacy services and requested that they forward these materials to the Defendant
domain registrants. In the case of Domain ID Shield, the service also responded providing me with
an online portal through which I was able to submit to the Defendant domain registrants a
communication containing the same link to the documents at
www.noticeofpleadings.com/phosophorus and the notice text to Defendants set forth above.

19. The foregoing emails were delivered on March 27, 2019.

20.  Despite this robust notice, to my knowledge, the Defendants have not contacted me,

6
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anyone at my firm, Microsoft, nor any other party associated with Microsoft. Despite notice,
Defendants have not objected to the relief obtained in the Temporary Restraining Order or to
issuance of a Preliminary Injunction. Despite notice, Defendants have not objected to or disputed
any pleading, declaration, fact, evidence or submission in this case.

21. I used an email tracking service to monitor whether the notice emails that I sent to
Defendants were opened. The service reported that several of the emails were opened by
Defendants at the following date and time: March 27, 2019 at 15:15:29pm (UTC -7:00)

22. Short of further discovery to attempt to identify further contact information of the
Defendants, I have carried out every reasonable effort and have used every tool, technique and
information source currently available to me to provide notice of this action, the Temporary
Restraining Order, the requested Preliminary Injunction, and all documents and pleadings

submitted in this case.

I declare under penalty of perjury under the laws of the United States that the foregoing is
true and correct to the best of my knowledge. Executed on this 3rd day of April 2019, in

Washington, D.C.

S

Gabriel M. Ramsey
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Date of First Publication: March 27, 2019

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MICROSOFT CORPORATION, a

Washington Corporation,
Plaintif, Civil Action No: 1:19-cv-00716-ABJ

V.

JOHN DOES 1-2, CONTROLLING A
COMPUTER NETWORK AND THEREBY
INJURING PLAINTIFF AND ITS
CUSTOMERS,

Defendants.

—_— — = = = = = = — — — — ~—

Plaintiff Microsoft Corporation (“Microsoft”’) has sued Defendants John Does 1-2 associated with the Internet
domains listed below. Microsoft alleges that Defendants have violated Federal and state law by hosting a
cybercriminal operation through these Internet domains, causing unlawful intrusion into Microsoft and
Microsoft’s customers’ computers and computing devices; and intellectual property violations to the injury of
Microsoft and Microsoft's customers. Microsoft seeks a preliminary injunction directing the registries
associated with these Internet domains to take all steps necessary to disable access to and operation of these
Internet domains to ensure that changes or access to the Internet domains cannot be made absent a court order
and that all content and material associated with these Internet domains are to be isolated and preserved
pending resolution of the dispute. Microsoft seeks a permanent injunction, other equitable relief and damages.
Full copies of the pleading documents are available at www.noticeofpleadings.com/phosphorus
(http://lwww.noticeofpleadings.com/phosphorus).

NOTICE TO DEFENDANT: READ THESE PAPERS CAREFULLY! You must “appear” in this case or the other side
will win automatically. To “appear” you must file with the court a legal document called a “motion” or “answer.”
The “motion” or “answer” must be given to the court clerk or administrator within 21 days of the date of first
publication specified herein. It must be in proper form and have proof of service on Microsoft's attorney, Gabriel
M. Ramsey at Crowell & Moring, LLP, 3 Embarcadero Center, 26th Floor, San Francisco, CA 94111. If you have
questions, you should consult with your own attorney immediately.

COMPLAINT AND SUMMONS

Complaint (http://noticeofpleadings.com/phosphorus/files/Complaint.pdf)
Summons 1 (http://noticeofpleadings.com/phosphorus/files/Summons 1.pdf)

Summons 2 (http://noticeofpleadings.com/phosphorus/files/Summons 2.pdf)

COURT ORDERS

Order Granting TRO and Order to Show Cause Re PI (http://noticeofpleadings.com/phosphorus/files/2019-03-15 ECF
No. 11_TRO and Order to Show Cause Re PI (executed) - Microsoft v Does 19-cv-00716-ABJ.pdf)

Order Granting Motion to Seal (http://noticeofpleadings.com/phosphorus/files/2019-03-14 Granting Order to Seal.pdf)

APPLICATION FOR EMERGENCY TEMPORARY RESTRAINING ORDER (TRO) AND PRELIMINARY
INJUNCTION

Application for TRO and Preliminary Injunction (http://noticeofpleadings.com/phosphorus/files/TRO.pdf)

4/3/2019, 10:14 AM
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Proposed Preliminary Injunction Order (http://noticeofpleadings.com/phosphorus/files/Proposed Preliminary Injunction
Order.pdf)

MOTION FOR ORDER TEMPORARILY SEALING DOCUMENTS

Motion to Seal (http://noticeofpleadings.com/phosphorus/files/Sealing.pdf)

Notice of Execution (http://noticeofpleadings.com/phosphorus/files/2019-03-26 Ex Parte TRO and Notice of Execution re
Unsealing of Case_Fil....pdf)

MISCELLANEOUS

Civil Cover Sheet (http://noticeofpleadings.com/phosphorus/files/Civil Cover Sheet.pdf)

Contact Us

If you wish to contact us by e-mail, fax, phone or letter please contact us at:

Gabriel Ramsey

Crowell & Moring LLP

3 Embarcadero Center, 26th Floor
San Francisco, CA 94111

Telephone: +1 (415) 365-7207
Facsimile: +1 (415) 986-2827
Email: gramsey@crowell.com (mailto:gramsey@crowell.com)

4/3/2019, 10:14 AM
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MAR 15 2019

Clerk, U.S. District & Bankiuptey
Courts for the District of Columbia

)
MICROSOFT CORPQRATION, a )
Washington corporation, ) Case: 1:19-cv-00716 (JURY—DEMAND)
Plaintiff, ) Assigned To : Amy B. Jackson
) Assign. Date : 3/14/2019
v. ; Description: TRO/PI
JOHN DOES 1-2 CONTROLLING A )
COMPUTER NETWORK AND THEREBY y  FILED UNDER SEAL PURSUANT TO
INJURING PLAINTIFF AND ITS ) LOCAL RULE 5.1
CUSTOMERS )
)
Defendants. ) F I L E D
)
)
)

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corp. (“Microsoft”) has filed a complaint for injunctive and other
relief pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the Electronic
Communications Privacy Act (18 U.S.C. § 2701); (3) the [.anham Act (15 U.S.C. §§ 1114(a)(1),
1125(a), (¢)); (4) the Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)); and (5)
the common law of trespass to chattels, unjust enrichment, conversion, intentional interference
with contractual relationships, and unfair competition. Microsoft has moved ex parte for an
emergency temporary restraining order and an order to show cause why a preliminary injunction
should not be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, 15 U.S.C.
§ 1116(a) (the Lanham Act), and 28 U.S.C. § 1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

Microsoft’s Application for an Emergency Temporary Restraining Order, the Court hereby
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makes the following findings of fact and conclusions of law:

1. This Court has jurisdiction over the subject matter of this case, and there is good
cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim
upon which relief may be granted against Defendants John Doe | and 2 (“Defendants”) under
the Computer Fraud and Abuse Act (18 U.S.C. § 1030), Electronic Communications Privacy
Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 1114, 1125), the Anticybersquatting
Consumer Protection Act (15 U.S.C. § 1125(d)), and common law of trespass to chattels, unjust
enrichment, conversion, intentional interference with contractual relationships, and unfair
competition.

2. There is good cause to believe that Defendants have engaged in and are likely to
engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030),
Electronic Communications Privacy Act (18 U.S5.C. § 2701), the Lanham Act (15 U.S.C. §§
1114, 1125), Anticybersquatting Consumer Protection Act (15 U.S.C. § 1125(d)) and constitute
common law of trespass to chattels, unjust enrichment, conversion, and tortious interference
with prospective and actual business relations, and that Microsoft is, therefore, likely to prevail
on the merits of this action;

3. Microsoft owns the registered trademarks “Microsoft,” “Windows Live,” “Office
365,” “Outlook,” “Hotmail” and “OneDrive” used in connection with its services, software and
products.

4, There is good cause to believe that, unless Defendants are restrained and enjoined
by Order of this Court, immediate and irreparable harm will result from the Defendants’
ongoing violations, The evidence set forth in Microsoft’s Brief in Support of Application for a

Temporary Restraining Order and Order to Show Cause Re Preliminary Injunction (“TRO
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Application”), and the accompanying declarations and exhibits, demonstrates that Microsoft is

likely to prevail on its claim that Defendants have engaged in violations of the foregoing law by:

a.

intentionally accessing and sending malicious software, code, and instructions
to the protected computers, operating systems, and computer networks of
Microsoft and the customers of Microsoft, without authorization or exceeding
authorization, in order to

i. infect those computers and computer networks with malicious code and
thereby gain control over those computers and computer networks;

ii. attack and compromise the security of those computers and computer
networks by conducting remote reconnaissance, stealing authentication
credentials, monitoring the activities of users, and using other
instrumentalities of theft;

iii. steal and exfiltrate information from those computers and computer
networks;

deploying computers and Internet domains to establish a command and
control infrastructure by which means Defendants conduct illegal activities,
including attacks on computers and networks, monitoring activities of users,
and theft of information;

corrupting Microsoft’s operating system and applications on victims’
computers and networks, thereby using them to monitor the activities of users
and steal information from them;

5. There is good cause to believe that if such conduct continues, irreparable harm

will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe

that the Defendants will continue to engage in such unlawful actions if not immediately

restrained from doing so by Order of this Court;

6. There is good cause to believe that immediate and irreparable damage to this

Court’s ability to grant effective final relief will result from the sale, transfer, or other

disposition or concealment by Defendants of command and control software that is hosted at

and otherwise operates through the Internet domains listed in Appendix A to the Complaint and

from the destruction or concealment of other discoverable evidence of Defendants’ misconduct
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available via those domains, including on user computers infected by Defendants, if Defendants
receive advance notice of this action. Based on the evidence cited in Microsoft’s TRO
Application and accompanying declarations and exhibits, Microsoft is likely to be able to prove
that:

a. Defendants are engaged in activities that directly violate United States law
and harm Microsoft and the public, including Microsoft’s customers;

b. Defendants have continued their unlawful conduct despite the clear injury to
the foregoing interests;

¢. Defendants are likely to delete or to relocate the command and control
software at issue in Microsoft’s TRO Application and the harmful and
malicious software disseminated through the Internet domains listed in
Appendix A, thereby permitting them to continue their illegal acts; and

7. Microsoft’s request for this emergency ex parte relief is not the result of any lack
of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful
conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28
U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted
without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide
Defendants with prior notice of Microsoft’s motion.

8. There is good cause to believe that Defendants have specifically directed their
activities to computers of Microsoft’s customers located in the District of Columbia, have
engaged in illegal activity using the Internet domains identified in Appendix A to the
Complaint by directing malicious code and content to said computers of Microsoft’s customers
to further perpetrate their illegal conduct victimizing Microsoft’s customers. There is good
cause to believe that Defendants have directed said malicious code and content through certain
instrumentalitics — specifically the domains and the domain registration facilities of the domain

registries identified in Appendix A.
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9. There is good cause to believe that Defendants have engaged in illegal activity by
using the domain registration facilities of the domain registries identified in Appendix A to
register the Internet domains identified in Appendix A, so as to deliver from those domains the
malicious code, content, ahd commands that Defendants use to access Microsoft’s services
without authorization and to infect and compromise the computers of Microsoft’s customers,
and to receive the information stolen from those computers.

10.  There is good causc to believe that Defendants have engaged in illegal activity by
using deceptive and fake methods to steal computer users’ login and/or account credentials and
to use such credentials for illegal purposes.

I, There is good cause to believe that to immediately halt the injury caused by
Defendants, Defendants must be prohibited from accessing Microsoft’s services without
authorization and prohibited from sending malicious code, content and commands from the
Internet domains identified in Appendix A to the computers of Microsoft’s customers.

12. There is good cause to believe that Defendants have engaged in illegal activity
using the Internet domains identified in Appendix A to host the command and control software
and content used to infect and compromise the computers and networks of Microsoft’s
customers and to steal information from them. There is good cause to believe that to
immediately halt the injury caused by Defendants, each of Defendants’ current and prospective
domains set forth in Appendix A must be immediately redirected to the Microsoft-secured
name-servers named NS 149.microsoftinternetsafety.net and NS150.microsoftinternetsafety.net,
thus making them inaccessible to Defendants for command and control purposes.

13.  There is good causc to believe that to immediately halt the injury, the execution of

this Order should be carried out in a coordinated manner by Microsoft and by the domain
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registries identified in Appendix A on such date and time within ten days of this Order as may
be reasonably requested by Microsoft.

4. There is good cause to believe that Defendants may change the Internet domains
that they use to conduct illegal activities, and that Microsoft may identify and update the
domains listed in Appendix A as may be reasonably necessary to account for additional Internet
domains associated with Defendants just prior to the execution of this Order and within a
reasonable time thereafter should Defendants attempt to evade and defy this Order.

5. There is good cause to permit notice of the instant Order, notice of the
Preliminary Injunction hearing and service of the Complaint by formal and alternative means,
given the exigency of the circumstances and the need for prompt relief. The following means of
service are authorized by law, satisfy Due Process, and satisfy Fed. R. Civ. P. 4(D(3) and are
recasonably calculated to notify Defendants of the instant order, the Preliminary Injunction
hearing and of this action: (1) transmission by email, facsimile, mail and/or personal delivery to
the contact information provided by Defendants to Defendants’ domain registrars and hosting
companies and as agreed to by Defendants in Defendants’ domain registration and/or hosting
agreements, (2) publishing notice on a publicly available Internet website, (3) by personal
delivery upon Defendants, to the extent Defendants provided accurate contact information in the
U.S.; and (4) personal delivery through the Iague Convention on Service Abroad or similar
treaties upon Defendants, to the extent Defendants provided accurate contact information in
foreign countries that are signatories to such treaties.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED that, Defendants, Defendants’ representatives, and

persons who are in active concert or participation with Defendants, are temporarily restrained
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and enjoined from: (1) intentionally accessing and sending malicious software or code to
Microsoft and the protected computers and operating systems of Microsoft and Microsoft’s
customers, without authorization, in order to infect thosc computers; (2) intentionally attacking
and compromising computers or computer networks of Microsoft or Microsoft’s customers, to
monitor the activities of the owners or users of those computers or computer networks, and to
steal information from those computers or networks; (3) configuring, deploying, operating, or
otherwise participating in or facilitating a command and control infrastructure described in the
TRO Application, including but not limited to the command and control software hosted at and
operating through the Internet domains set forth in Appendix A and through any other
component or element of the command and control infrastructure at any location; (4) stealing
information from Microsoft’s customers; (5) misappropriating that which rightfully belongs to
Microsoft, its customers, or in which Microsoft or its customers have a proprietary interest; (6)
downloading or offering to download additional malicious software onto the computers of
Microsoft’s customers; or (7) undertaking any similar activity that inflicts harm on Microsoft,
Microsoft’s customers, or the public.

IT IS FURTHER ORDERED that, Defendants, Defendants’ representatives, and
persons who are in active concert or participation with Defendants are temporarily restrained and
enjoined from (1) using and infringing Microsoft’s trademarks, including specifically
Microsoft’s registered trademark “Microsoft,” bearing registration number 5449084, “Hotmail,
bearing registration number 2165601, “Outlook,” bearing registration number 4255129,
“Windows Live,” bearing registration number 3765517, “OneDrive,” bearing registration
number 4941897, “OneDrive,” bearing registration number 4661770, “OneDrive,” bearing

registration number 4827884, “Office 365,” bearing registration number 4380754, and/or other
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trademarks, trade names, service marks, or Internet Domain addresses or names; (2) using in
connection with Defendants’ activities, products, or services any false or deceptive designation,
representation or description of Defendants or of their activities, whether by symbols, words,
designs or statements, which would damage or injure Microsoft or give Defendants an unfair
competitive advantage or result in deception of consumers; or (3) acting in any other manner
which suggests in any way that Defendants’ activities, products or services come from or are
somehow sponsored by or affiliated with Microsoft, or passing off Defendants’ activities,
products or services as Microsoft’s.

IT IS FURTHER ORDERED that, with respect to any currently registered Internet
domains set forth in Appendix A, the domain registries shall take the following actions:

A. Within five (5) business days of receipt of this Order, shall unlock and
change the registrar of record for the domain to MarkMonitor or such other registrar specified by
Microsoft. To the extent the registrar of record does not assist in changing the registrar of record
for the domain under its control, thc domain registry for the domain, or its administrators,
including backend registry operators or administrators, within five (5) business days of receipt of
this Order, shall change, or assist in changing, the registrar of record for the domain to
MarkMonitor or such other registrar specified by Microsoft. The purpose of this paragraph is to
ensure that Microsoft has control over the hosting and administration of the domain in its
registrar account at MarkMonitor or such other registrar specified by Microsoft. Microsoft shall
provide to the domain registry or registrar of record any requested registrar information or
account details necessary to effectuate the foregoing,.

B. The domain shall be made active and shall resolve in the manner set forth

in this order, or as otherwise specified by Microsoft, upon taking control of the domain;
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C. The domain shall be redirected to sccure servers by changing the
authoritative name servers to NS151.microsoftinternetsafety.net and
NS152.microsoftinternetsafety.net and, as may be necessary, the IP addresses associated with
name servers or taking other reasonable steps to work with Microsoft to ensurc the redirection of
the domain and to ensure that Defendants cannot use it to make unauthorized access to
computers, infect computers, compromise computers and computer networks, monitor the
owners and users of computers and computer networks, steal information from them or engage in
any other activities prohibited by the Injunction;

D. The WHOIS registrant, administrative, billing and technical contact and
identifying information should be the following, or other information as may be specified by
Microsoft:

Domain Administrator

Microsoft Corporation

One Microsoft Way

Redmond, WA 98052

United States

Phone: +1.4258828080

Facsimile: +1.4259367329

domains@microsoft.com

E. Prevent transfer, modification or deletion of the domain by Defendants
and prevent transfer or control of the domain to the account of any party other than Microsoft;

F. Take all steps required to propagate to the foregoing changes through the
Domain Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary
Injunction hearing and service of the Complaint may be served by any means authorized by law,

including (1) transmission by email, facsimile, mail and/or personal delivery to the contact

information provided by Defendants to Defendants’ domain registrars and/or hosting companies
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and as agreed to by Defendants in the domain registration and/or hosting agreements, (2)
publishing notice on a publicly available Internet website, (3) by personal delivery upon
Defendants, to the extent Defendants provided accurate contact information in the U.S.; and (4)
personal delivery through the Hague Convention on Service Abroad or similar treaties upon
Defendants, to the extent Defendants provided accurate contact information in foreign countries
that are signatories to such treaties.

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b)

| @? (3 W\ (000 aM
that the Defendants shall appear before this Court on 4 at _ toshow
cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final
ruling on the Complaint against Defendants, enjoining Defendants from the conduct
temporarily restrained by the preceding provisions of this Order.

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of
$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Microsoft may identify and update the domains
in Appendix A to the Complaint as may be reasonably necessary to account for additional
Internet domains associated with Defendants’ illegal conduct just prior to or within a
reasonable time after the execution of this Order.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on
Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or
declarations and/or legal memoranda no later than one (1) day prior to the hearing on

Microsoft’s request for a preliminary injunction.

IT IS SO ORDERED

Entered this ls:gz}y of March, 2019 I )
UNITED STAWES Disrycer iy vptey Courts
/ [*] Cé- a.m. for the District of Columbia
A TRUE COPY

10 ANCGELA D,CAESAR, Clerk
Cgr /][)e;%
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APPENDIX A
.ORG DOMAINS
Registry
Public Interest Registry (PIR)
1775 Wiehle Avenue
Suite 200
Reston Virginia 20190
United States
yahoo-verification.org Domain Administrator
Yahoo! Inc.
109 First
Sunnyvale
CA
94988
BA
Phone: +1.4038493301
Fax: +1.4038493302
domainadmin@yahoo-verification.org

.COM, .NET, .NAME DOMAINS

Registry

VeriSign, Inc.

VeriSign Information Services, Inc.
12061 Bluemont Way

Reston Virginia 20190

United States

support-servics.com Registrant Name: hash crypt

Registrant Organization: hashcrypt
Registrant Street: nbej hjf,m
Registrant City: losangles
Registrant State/Province: Alabama
Registrant Postal Code: 35004
Registrant Country: US

Registrant Phone: +1.09876543567
Registrant Email: hashcrypt@protonmail.com

verification-live.com Registrant Name: Domain Administrator

Registrant Organization: Microsoft Corporation
Registrant Street: AS8068 MICROSOFT-CORP-MSN-AS-BLOCK -
Microsoft Corporation,
Registrant City: toranto
Registrant State/Province: toranto
Registrant Postal Code: 64043
Registrant Country: UM

1
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Registrant Phone: +1.6509234001
Registrant Fax: +1.6509234002
Registrant Email: test9179@porotonmail.com

com-mailbox.com

Registrant Name: Priview Service

Registrant Organization: mish

Registrant Street: No 885, Azar st

Registrant City: Dubai

Registrant State/Province: Dubai

Registrant Postal Code: 98120

Registrant Country: AE

Registrant Phone: +97.3218526

Registrant Fax: +97.3218526

Registrant Email: domain.seller2017@yandex.com

com-myaccuants.com

Registrant Name: Domain ID Shield Service

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: CN

Registrant Phone: +852.21581835

Registrant Fax: +852.30197491

Registrant Email: c05940551458104@domainidshield.com

notification-accountservice.com

Registrant Name: mosa alnarjani

Registrant Organization:

Registrant Street: baqdad, alqusair st , no 246
Registrant City: baqdad

Registrant State/Province: bagdad

Registrant Postal Code: 548996

Registrant Country: 1Q

Registrant Phone: +964.7730061463

Registrant Email: meisam.bayat.sector@gmail.com

accounts-web-mail.com

Registrant Name: Domain Administrator
Registrant Organization: Yahoo! Inc.
Registrant Street: 107 First Avenue
Registrant City: Sunnyvale

Registrant State/Province: CA
Registrant Postal Code: 94989
Registrant Country: US

Registrant Phone: +1.4038493300
Registrant Fax: +1.4038493301
Registrant Email: test9179@yahoo.com

customer-certificate.com

Registrant Name: Domain ID Shield Service

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

2
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Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: HK

Registrant Phone: +852.21581835

Registrant Fax: +852.30197491

Registrant Email: whoisprivacy@domainidshield.com

session-users-activities.com

Domain ID Shield Service

Domain ID Shield Service CO., Limited

FLAT/RM A, 9/F SILVERCORP INTERNATIONAL TOWER, 707-713
NATHAN ROAD, MONGKOK, KOWLOON, HONG KONG
Hong Kong

Hong Kong

999077

HK

Phone: +852.21581835

Fax: +852.30197491

whoisprivacy(@domainidshield.com

user-profile-credentials.com

Domain ID Shield Service

Domain ID Shield Service CO., Limited

FLAT/RM A, 9/F SILVERCORP INTERNATIONAL TOWER, 707-713
NATHAN ROAD, MONGKOK, KOWLOON, HONG KONG
Hong Kong

Hong Kong

999077

HK

Phone: +852.21581835

Fax: +852.30197491

whoisprivacy(@domainidshield.com

verify-linke.com

Registrant Name: sora bara

Registrant Organization: narabara
Registrant Street: ara

Registrant City: mara

Registrant State/Province: nara

Registrant Postal Code: 7482957439
Registrant Country: Bl

Registrant Phone: +1.234124323

Registrant Fax: +1.2129876243

Registrant Email: test9179@protonmail.com

support-servics.net

Registrant Name: Support Services Inc.
Registrant Organization: Support Services Inc.
Registrant Street: 1901 Amphitheatre Parkway
Registrant City: Mountain View

Registrant State/Province: 64043

Registrant Postal Code: 64043

Registrant Country: US

Registrant Phone: +1.6509234001

Registrant Fax: +1.6509188572

Registrant Email: test9179@protonmail.com

verify-linkedin.net

Registrant Name: sora bara
Registrant Organization: none

3
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Registrant Street: ara

Registrant City: mara

Registrant State/Province: nara

Registrant Postal Code: 748295743

Registrant Country: BI

Registrant Phone: +75.234124323

Registrant Fax: +86.12124321

Registrant Email: dnsadmin@verify-linkedin.com

yahoo-verification.net

Registrant Organization: Yahoo! Inc.
Registrant Street: 107 First Avenue
Registrant City: Sunnyvale

Registrant State/Province: CA
Registrant Postal Code: 94989
Registrant Country: BA

Registrant Phone: +1.4038493300
Registrant Fax: +1.4038493301
Registrant Email: test9179@yahoo.com

yahoo-verify.net

Registrant Name: Domain Administrator
Registrant Organization: Yahoo! Inc.

Registrant Street: 701 First Avenue

Registrant City: Sunnyvale

Registrant State/Province: CA

Registrant Postal Code: 98089

Registrant Country: BI

Registrant Phone: +1.4083893300

Registrant Fax: +1.4083893301

Registrant Email: domainadmin@yahoo-verify.net

outlook-verify.net

Registrant Name: Domain Administrator

Registrant Organization: Microsoft Corporation
Registrant Street: One Microsoft Way, Redmond, WA, 98052, US
Registrant City: Washington

Registrant State/Province: canada

Registrant Postal Code: 7482957439

Registrant Country: US

Registrant Phone: +1.234124323

Registrant Phone Ext:

Registrant Fax: +1.2129876243

Registrant Fax Ext:

Registrant Email: supportiveemail@protonmail.com

com-users.net

Registrant Name: Domain ID Shield Service

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: CN

Registrant Phone: +852.21581835

Registrant Phone Ext:

4
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Registrant Fax: +852.30197491
Registrant Fax Ext:
Registrant Email: c05806503530204(@domainidshield.com

verifiy-account.net

Registrant Name: Domain 1D Shield Service

Registrant Organization: Domain [D Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: HK

Registrant Phone: +852.21581835

Registrant Fax: +852.30197491

Registrant Email: whoisprivacy@domainidshield.com

telegram.net

Registrant Name: NS-CLOUD-B1.GOOGLEDOMAINS.COM
Registrant Organization: Domains By Proxy, LL.C
Registrant Street: clientTransferProhibited
https://icann.org/epptclientTransfe

Registrant City: Arizona

Registrant State/Province: Arizona

Registrant Postal Code: 0056

Registrant Country: US

Registrant Phone: +1.4806242505

Registrant Fax: +1.4806242506

Registrant Email: verdonew(@protonmail.com

account-verifiy.net

Registrant Name: Domain ID Shield Service

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: HK

Registrant Phone: +852.21581835

Registrant Fax: +852.30197491

Registrant Email: whoisprivacy@domainidshield.com

myaccount-services.net

Registrant Name: Domain ID Shield Service

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant Street: FLAT/RM A, 9/F SILVERCORP INTERNATIONAL
TOWER, 707-713 NATHAN ROAD, MONGKOK, KOWLOON, HONG
KONG

Registrant City: Hong Kong

Registrant State/Province: Hong Kong

Registrant Postal Code: 999077

Registrant Country: HK

Registrant Phone: +852.21581835

Registrant Fax: +852.30197491

Registrant Email: whoisprivacy@domainidshield.com

5
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com-identifier-servicelog.name

Registrant Name: Whois Agent

Registrant Organization: Domain Protection Services, Inc.
Registrant Street: PO Box 1769

Registrant City: Denver

Registrant State/Province: CO

Registrant Postal Code: 80201

Registrant Country: US

Registrant Phone: +1.7208009072

Registrant Fax: +1.7209758725

Registrant Email: https://www.name.com/contact-domain-whois/com-
identifier-servicelog.name

abuse@name.com

-BID DOMAINS

Registry

c/o

Neustar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

dot Bid Limited

2nd Floor, Leisure Island Business Centre

Ocean Village
GX11 1AA
Gibraltar

Global Registry Services Limited

327 Main Streeet,
Gibraltar GX11 1AA

microsoft-update.bid

Registrant Name: Chada Martini

Registrant Organization: cavy

Registrant Street: No 67, King st

Registrant City: Tashkent

Registrant State/Province: Tashkent
Registrant Postal Code: 46543

Registrant Country: UZ

Registrant Phone: +968.8007762430
Registrant Fax: +968.8007762430

Registrant Email: chada.martini@yandex.com

outlook-livecom.bid

Registrant Name: Chada Martini
Registrant Organization: cavy
Registrant Street: No 67, King st
Registrant City: Tashkent
Registrant State/Province: Tashkent
Registrant Postal Code: 46543
Registrant Country: UZ

6
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Registrant Phone: +968.8007762430
Registrant Fax: +968.8007762430
Registrant Email: chada.martini@yandex.com

update-microsoft.bid

Registrant Name: Chada Martini

Registrant Organization: cavy

Registrant Street: No 67, King st

Registrant City: Tashkent

Registrant State/Province: Tashkent
Registrant Postal Code: 46543

Registrant Country: UZ

Registrant Phone: +968.8007762430
Registrant Fax: +968.8007762430

Registrant Email: chada.martini@yandex.com

.CLOUD DOMAINS

Registry
c/o

Neustar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

ARUBA PEC S.p.A.
Via Sergio Ramelli 8
52100 Arezzo (AR)
Italy

documentsfilesharing.cloud

Registrant Name: Whois Agent

Registrant Organization: Domain Protection Services, Inc.
Registrant Street: PO Box 1769

Registrant City: Denver

Registrant State/Province: CO

Registrant Postal Code: 80201

Registrant Country: US

Registrant Phone: +1.7208009072

Registrant Fax: +1.7209758725
documentsfilesharing.cloud@protecteddomainservices.com

.CLUB DOMAINS

Registry

.CLUB DOMAINS, LLC
100 SE 3rd Ave. Suite 1310
Fort Lauderdale, FL 33394
United States

com-microsoftonline.club

Registrant Name: Chada Martini

7
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Registrant Organization: cavy

Registrant Street: No 67, King st

Registrant City: Tashkent

Registrant State/Province: Tashkent
Registrant Postal Code: 46543

Registrant Country: UZ

| Registrant Phone: +968.8007762430

| Registrant Fax: +968.8007762430

Registrant Email: chada.martini@yandex.com

JNFO, .MOBI, .PRO DOMAINS

Registry

Afilias, Inc.

300 Welsh Road
Building 3, Suite 105
Horsham, PA 19044
United States

confirm-session-identifier.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-management.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

, confirmation-service.info Registrant Organization: Domain ID Shield Service CO., Limited
i Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

document-share.info Registrant Organization: Martini
Registrant State/Province: Tashkent
Registrant Country: UZ
onlinenic-enduser@onlinenic.com

broadcast-news.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

customize-identity.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

webemail.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

com-identifier-servicelog.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

8
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Registrant Country: HK
onlinenic-enduser@onlinenic.com

customize-identity.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

documentsharing.info Registrant Organization: will co
Registrant State/Province: VA
Registrant Country: AF
onlinenic-enduser@onlinenic.com

notification-accountservice.info | Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

identifier-activities.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser(@onlinenic.com

documentofficupdate.info Registrant Organization: William Brown
Registrant State/Province: VA

Registrant Country: US
onlinenic-enduser@onlinenic.com

recoveryusercustomer.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

serverbroadcast.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

account-profile-users.info Registrant Organization: arsalan co.
Registrant State/Province: Louisiana
Registrant Country: US
onlinenic-enduser@onlinenic.com

account-service- Registrant Organization: Domain ID Shield Service CO., Limited
management.info Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

accounts-manager.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong ‘

Registrant Country: HK

onlinenic-enduser@onlinenic.com

activity-confirmation- Registrant Organization: Domain ID Shield Service CO., Limited
service.info Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

com-accountidentifier.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com
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com-privacy-help.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

com-sessionidentifier.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

com-useraccount.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

confirmation-users-service.info

Registrant Organization: Domain 1D Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

confirm-identity.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

confirm-session-
identification.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

continue-session-identifier.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

customer-recovery.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

|
|
!
l
|

customers-activities.info

Registrant Organization: Domain [D Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

elitemaildelivery.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

email-delivery.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: CN

onlinenic-enduser@onlinenic.com

identify-user-session.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

message-serviceprovider.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong
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Registrant Country: HK
onlinenic-enduser@onlinenic.com

notificationapp.info Registrant Organization: Domain 1D Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

notification-manager.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

recognized-activity.info Registrant Organization: will co
Registrant State/Province: VA
Registrant Country: VA
onlinenic-enduser@onlinenic.com

recover-customers-service.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

recovery-session-change.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser(@onlinenic.com

service-recovery-session.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

service-session-continue.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-mail-customers.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-managment.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-verify-user.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

shop-sellwear.info Registrant Organization: maryam s32
Registrant State/Province: tersite
Registrant Country: US
onlinenic-enduser@onlinenic.com

supportmailservice.info Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

11


mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com
mailto:onlinenic-enduser@onlinenic.com

Case 1:19-cv-00716-ABJ Document 16-2 Filed 04/03/19 Page 23 of 26

terms-service-notification.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

user-activity-issues.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser(@onlinenic.com

useridentity-confirm.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

users-issue-services.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

verify-user-session.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

login-gov.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

notification-signal-agnecy.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

notifications-center.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

identifier-services-sessions.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser(@onlinenic.com

customers-manager.info

Registrant Organization: Home
Registrant State/Province: TX
Registrant Country: US
onlinenic-enduser@onlinenic.com

session-manager.info

Registrant Organization: Home
Registrant State/Province: TX
Registrant Country: US
onlinenic-enduser@onlinenic.com

customer-managers.info

Registrant Organization: Home
Registrant State/Province: TX
Registrant Country: US
onlinenic-enduser@onlinenic.com

confirmation-recovery-
options.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong
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Registrant Country: HK
onlinenic-enduser(@onlinenic.com

service-session-confirm.info

Registrant Organization: Domain 1D Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-recovery-options.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

services-session-
confirmation.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

notification-managers.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

activities-services-
notification.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

activities-recovery-options.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

activity-session-recovery.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

customers-services.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

recovery-session-change.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

notification-manager.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

session-managment.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

sessions-notification.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com
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download-teamspeak.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

services-issue-notification.info

Registrant Organization: Domain ID Shield Service CO., Limited
Registrant State/Province: Hong Kong

Registrant Country: HK

onlinenic-enduser@onlinenic.com

microsoft-upgrade.mobi

Registrant Name: Chada Martini

Registrant Organization: cavy

Registrant Street: No 67, King st

Registrant City: Tashkent

Registrant State/Province: Tashkent
Registrant Postal Code: 46543

Registrant Country: UZ

Registrant Phone: +968.8007762430
Registrant Fax: +968.8007762430

Registrant Email: chada.martini@yandex.com

broadcastnews.pro

Registrant State/Province: UT
Registrant Country: US
abuse@name.com

NETWORK, .WORLD DOMAINS

Registry
Binky Moon, LL.C
Donuts Inc.

5808 Lake Washington Blvd NE, Suite 300

Kirkland, WA 98033
United States

mobile-messengerplus.network

Registrant Name: Cave Detector

Registrant Organization: Masqat Co
Registrant Street: No 64, Lion St

Registrant City: Masqat

Registrant State/Province: Masqat

Registrant Postal Code: 85641

Registrant Country: OM

Registrant Phone: +968.8007762430
Registrant Fax: +968.8007762430

Registrant Email: cave.detector@yandex.com

sessions-identifier-
memberemailid.network

Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Domain Protection Services, Inc.
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: CO

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
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Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of
Record identified in this output for information on how to contact the
Registrant, Admin, or Tech contact of the queried domain name.

Registrar: Name.com, Inc.

Registrar IANA ID: 625

Registrar Abuse Contact Email: abuse@name.com
Registrar Abuse Contact Phone: +7.202492374
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